Abstract
Introduction
Spreadsheets today are used in many industries throughout the world for many different purposes such as decision making, budget forecasting, corporate expansion, and data investigation to name a few. Spreadsheet technology is a fundamental reporting and decision making tool in most sectors of business. In the city of London, [1] , one interviewee stated in reference to the finance sector that, "The whole industry is run on a spreadsheet".
The Sarbanes-Oxley Act of 2002 has forced companies to examine the role spreadsheets play in their financial reporting and decision-making processes. Spreadsheets are no longer just a tool in the workplace; they are now a regulated part of an organization's assets.
They are used regardless of the fact that spreadsheet developers use little or no standard development practices from the software industry. This has given rise to a high level of error in spreadsheets.
An important element of spreadsheet development is testing where spreadsheets are examined by professionals to ensure their correctness in compliance with financial regulation. In the city of London, [1] , the author says there are reports that the 256 column limit was hampering financial modeling and spreadsheets bigger than 1GB in size already exist. Due to their size, it is very time consuming to examine each cell and a decision must be made as to whether the error rate is sufficiently high to warrant complete examination.
This paper presents a methodology that can combine the expert knowledge of stakeholders on the likely quality of the spreadsheet with partial test or audit results. This will deliver a prediction of spreadsheet reliability which can guide the decision as to whether continued testing is required.
Background Spreadsheet Error
Reduction of errors in spreadsheets has been the focus for many people in the research community. One approach to reduce error in spreadsheets is to focus on the human impact on spreadsheets. In [2] , the authors attempt to reduce the number of errors in spreadsheets by introducing a training technique. The question of the developer or the user's competence in creating/editing a spreadsheet is investigated by the authors in [3] . In [4] , the author suggests that when humans do simple tasks like typing they can make undetected errors in 0.5% of all actions. This rises to 5% when doing more complex activities like writing a program or a paragraph of text.
Spreadsheet error can have serious consequences. For example, a cell entry error cost Columbia Housing Authority $118,387 and the Nevada city budget showed a deficit of $5 million dollars because a spreadsheet was not updated. Research into error impact, [5] , discovered an error of $110,543,305 with a percentage impact of 137.5%.
There are areas of spreadsheet research that aim to develop processes, practices and tools to support the development or auditing of spreadsheets. This is termed "spreadsheet engineering" and examples are the use of Test Driven Development, [6] , and dimension inference, [7] in spreadsheets. The "What You See Is What You Test" approach, [8] , uses data flow adequacy and coverage monitoring to test spreadsheet.
Other researchers have investigated the error rates for spreadsheets. Panko, [4] , looks at 13 studies involving operational spreadsheets that were conducted over a period of nine years, 1995 -2004. He found an average cell error rate (CER) of 5.2% for 43 of the spreadsheets reviewed in the studies. The CER is the percentage of cells that contain errors.
A later study, [9] , examined 50 operational spreadsheets from various sources. The authors measured the errors in terms of error cells and instances. An instance is the occurrence of one of the author's error types from their taxonomy. An instance usually involves more than one cell. The results showed that one instance on average involved 10.05 cells. They discovered a much lower CER of 1.79% over 270,722 formulas. The authors split the results into two categories; wrong result and poor practice. The wrong result section represents the quantitative errors while poor practice would represent qualitative errors. For example, suppose a formula contains a hard coded number. If the result is incorrect, the cell is a wrong result. If the result is correct then the cell is poor practice. The CER reduced to 0.87% for wrong results, which is lower than previously thought and much lower than 5.2% in [4] .
The error rates stated in [9] and [4] are based on formula cells only. The CER is based on the number of formula error cells over the total number of formula cells. The CER for data cells is more difficult to examine as a detailed knowledge of the correct input values is required. In [4] the CER is the average of the CER's from other studies. However the author in [10] suggests that the idea of "cherry picking" only formulas to base the cell error rate on is poor idea.
It is reasonable to say that the CER lies somewhere in the region of 1.8% -5.2%. However this can vary based on the complexity of the spreadsheet and the capability of the developer.
Bayesian Methods to Determine Error Rate
To guard against excessive spreadsheet error it is recommended that spreadsheets be tested on a cell by cell basis. However such an examination for large spreadsheets as suggested in the introduction can consume a lot of time. The methods do not include other evidence like information on the developer. For example, if the developer is inexperienced then the CER may be higher in comparison with a developer who has more experience, [3] . If the CER was based on a combination of expert knowledge and test data, then the CER could be predicted when limited test data is available.
The use of Bayesian methods can allow the combination of both expert knowledge and test data to produce predictions of cell error rates. This expert knowledge could include information on the developer, the organization and the cell complexity. The past or expert knowledge is called "prior information". We represent this as a beta distribution which assumes independence. The test data could relate to a portion of the spreadsheet that has been tested. The test data gives the number of formulas which contain errors out of the total number tested and is assumed to follow a binomial distribution. The posterior information is the combination of both prior and test data, which follows a beta distribution based on a similar distribution for the prior information.
Research Objectives
The amount of resources required to obtain information from a large spreadsheet can limit the amount of test data available to predict the CER. The CER depends on information outside of the spreadsheet. These external factors, like the developer and company policies can provide more evidence to estimate the CER.
The question that we are trying to solve is can a model be established to predict the CER of large spreadsheets based on expert knowledge and any available test data. The predicted CER can then guide the decision on whether to test the spreadsheet.
The research first looked at literature on existing spreadsheet error research and general statistical methods for reliability including Bayesian methods. The relationship between the CER and the spreadsheet error rate (SER) was investigated using statistical methods. This included the idea of independence and dependence in spreadsheet cells. The potential of Bayesian Belief Networks (BBNs) to predict error rates was examined. This work was examined though the following questions:
• RQ1: What does existing research say about the level of spreadsheet error and methods to discover errors in spreadsheets? • RQ2: What statistical methods can be used to predict spreadsheet error rates? The research has also shown there are many different sources of information on spreadsheet error. The investigation aims to combine both prior knowledge and test data to estimate the CER of large spreadsheets. The possibility of creating a structure is explored through RQ3.
• • • • RQ3: Can a model be developed that combines prior knowledge and available test data to estimate the CER for large spreadsheets? The model will be evaluated once completed. The model will be tested to predict the CER of large spreadsheets. The results of the model will be compared to the actual CER of the spreadsheets.
• RQ4: How effective is the model at predicting the cell error rate in spreadsheets?
Progress
The research completed for RQ1 has looked at existing research into the level of errors in spreadsheets. This is described in the background section. The authors in [5] conducted a study of 25 operational spreadsheets involving 5 different organizations. The results showed that some spreadsheets were rife with errors, while other spreadsheets contained little to no errors. The research completed for RQ2 first examined the relationship between the CER and the Spreadsheet Error Rate (SER). The research into spreadsheet errors showed they can be classed in terms of instances as explained in Section 2. This suggests that there exists a relationship between cells in the spreadsheet. We propose two possible structures; independence and dependence. The dependence structure indicates that the probability of one cell containing an error influences the probability of any other cell containing an error. The independence structure assumes that the probability of one cell containing an error does not influence the probability of any cell containing an error.
The work investigating the SER showed that both independence and dependence structure required a known CER to calculate the SER. This can vary as mentioned in Section 2. The author in [10] , suggests that it is a question of how many errors are in the spreadsheet and not if errors exist in the spreadsheet. The research focus moved to estimating the CER.
We propose the use of Bayesian methods that combine prior information and test data to answer RQ3. There are many external factors that can influence the CER of a spreadsheet. The developer and the organisation can impact the CER at the early stage of spreadsheet development. An organisation can have strict procedures and policies to follow. These can increase the resources needed to adhere to the regulations. The spreadsheet developer's experience and skill level can contribute to the number of errors inserted into the spreadsheet. The impact of the developer and the organisation could be classed as capability information.
The cell complexity in the spreadsheet will naturally influence the error rate. The more complex the cell then the more likely it is to contain an error. The cell complexity would be based on knowledge of similar spreadsheets. A CER based only on prior knowledge can be established by combining the capability information and the cell complexity knowledge. This prior CER can be used to aid the decision to test the spreadsheet based on expert knowledge only. This can be used when no available test data can be included to predict the CER. Test data can be combined with the prior CER once available to give a posterior CER. This posterior can be updated as more test data becomes available. The model would be organisation based as the expert knowledge from one organisation to another would change.
The following example shows how the model can predict the number of errors in a spreadsheet using prior information and test data. In Figure 1 the model returns a distribution for the number of error cells in the spreadsheet with associated probability. The graph shows that the most likely number of errors in the spreadsheet is 11 with a probability of 0.034.
Suppose the first 10 cells of the spreadsheet are tested and no error cells are found. This is used as test data, N e = 0 and N o = 10. This can be added to the prior information to give a posterior distribution of Beta (2, 28) . This is shown in Figure 2 . In Figure 2 , the graph shows the distribution before and after the test data is included. The posterior distribution has become taller and thinner in comparison to the prior distribution. The probability of the posterior distribution indicates that the test results have shifted the distribution towards the lower cell error numbers. In particular, the posterior shows that the most likely number of error in the remainder of the spreadsheet is 7 with a probability of 0.051.
There is still some work to complete the model. The Bayesian model will be tested on spreadsheets with known CERs by spreadsheet researchers who can supply feedback on the model. This work will answer the research question RQ3.
Evaluation
Once completed, the model needs to be validated. The evaluation would involve inviting an organisation to test the methodology on a suite of spreadsheets. The organisation would supply the prior information and then test each spreadsheet in its entirety. An analysis of the sequential prediction of posterior reliability would then be examined for consistency with actual reliability values. Further comparison of the distribution of cell errors with assumed independence structures will be made. An important activity will be the identification of an organisation to participate in the evaluation. This work will answer the research question RQ4.
Conclusions
This paper outlines the research that has been conducted determining the CER for large spreadsheets. Posterior (2, 28) 
